NHbopmaumMoHHasa NnamaATKa 15 obyyatowmxcs N8 pasmelleHmn

Ha opuuManbHbix MHTepHeT-pecypcax

C KaXXablM roaom moaoaexun B UHTepHeTe CTaHOBUTbLCA 60}'IbLLIe, a WKO/IbHUKN OAHUN U3
CaMbIX aKTUBHbIX NO/b30BaTENEN PyHeTa. Memp,y TEM, MOMUMO OFPOMHOrIO Koanm4yecTtBa
BO3MOXHOCTEM, MHTEPHET HeceT M Npobaembl. ITa NamATKa AOMKHA NOMOYb Tebe
6e30MacHO HaxoAUTbCA B CETM.

KomnbloTepHble BUPYCbI

KOMMbIOTEPHbIN BMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm,
OTINYUTENIBHON OCOBEHHOCTBbIO KOTOPOM ABNAAETCA CMOCOOHOCTb K PasMHOMeHUI0. B
OOMNOJIHEHUE K 3TOMY, BMPYCbl MOTMYT NOBpPeAuTb WAW MOJIHOCTbIO YHUUYTOXKUTb BCE
dainbl M AaHHbIe, NMOAKOHTPO/IbHbIE MONbL30BATE/NO, OT MMEHU KOTOPOro 6bina
3anyweHa 3apaxK€HHas Mporpamma, a TaKXKe MOBPeAuTb MW [ayKe YHUUTOMKUTb
OMEepPaLMOHHYIO CUCTEMY CO BCcemM dannamu B Uenom. B 6ONbLIMHCTBE Cayyaes
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.

MeToabl 3aLWMTbl OT BPEAOHOCHbIX NPOrpamm:

1. Ucnonb3yih coBpemeHHble OnepaLMOHHbIE CUCTEMbI, UMEIOLWME CEePbe3HbIN YPOBEHb
3aWMTbI OT BPeA0HOCHbIX MPOrpamm;

2. MocToAHHO ycTaHaBAMBal nayth (uMdpoBbie 3amniaTKM, KOTOpble aBTOMAaTUYECKM
YCTaHaBAMBAOTCA C LEeNblo AopabTKM nporpammbl) U apyrue obHOBAEHMA CBOEW
onepaumoHHoli cuctembl. CKauMBal UX TONIbKO € opuLManbHOro cainta paspaboTtymka
OC. Ecnm cylecTByeT pexkMm aBTOMaTUYeCKOro 06HOBIEHMA, BKKOYN €r0;

3. PaboTait Ha cBOeM KoMMbtloTepe nog NpaBaMu No/1b30BaTeNA, @ HE agMUHUCTPATOPA.
3T0 He No3BOIUT 60/IbLLUMHCTBY BPEAOHOCHbIX NPOrPamMmm MHCTANIMPOBATLCA Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Ucnonb3yit aHTUBUPYCHbIE NPOrPamMMHble NPOAYKTbl M3BECTHbIX MPOM3BOAMUTENEMN, C
aBTOMaTM4YeCKMM obHoBNEHNEM 6a3;

5. OrpaHnyb GU3MYECKUI JOCTYN K KOMNbIOTEPY A5 NOCTOPOHHUX NNLL;

6. Vicnonb3ayi BHelWHWE HOCcUTenn MHGOPMaLUKM, TakMe KaKk daewwKka, aAnck uam damn

13 UHTEPHETA, TO/IbKO U3 l'lpO(I)GpEHHbIX MCTOYHUNKOB,



7. He oTKpbiBail KOMNbIOTEPHbIe ¢Galnbl, NOAYYEHHbIE U3 HEHALENKHbIX UCTOYHMKOB.
Haxxe Te dalinbl, KOTOpble NPUCAAN TBON 3HAKOMBbIN. Jlyylle yTOYHM Y HEero, oTnpaBnan
v oH Tebe wnx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepepayum AaHHbIX, HE TEXHONOMUA, a BCEro Nvwb bpeHs, Mapka.
Ewe B8 1991 roay HuMAaepnaHAckaa KomnaHuaA 3apernctpuposana bpeHa « WECA», yto
ob603Hauvano cnosocoyetaHne «Wireless Fidelity», KoTopbii nepeBoauTCA Kak
«becnpoBoAHaA TOYHOCTbY.

[o Hawero BpemeHW gowna gpyraa abbpesnatypa, KOTopas ABAAETCS TAKOM XKe
TexHonornen. 1o abbpesunatypa «Wi-Fi». Takoe Ha3BaHWe BbINO [aHO C HAMEKOM Ha
CTaHAAPT BbICWIMI 3BYKOBOW TexHWKWM Hi-Fi, yTo B mepeBose 03Ha4yaeT «BbICOKas
TOYHOCTb». [la, 6ecnnaTHbI MHTEPHET-A0CTYN B Kade, OTeNAX U adpPOonopTax ABAAETCA OT/IMYHOWM
BO3MOXHOCTbIO BbIXOAa B MHTEpPHET. HO MHOrvMe sKcnepTbl CYUTAOT, YTO
obuwepnoctynHble Wi-Fi cetn He aBastoTca 6e3onacHbIMU.

CoseTbl No 6e3onacHocTM paboTe B 0bwenocTynHblx ceTax Wi-fi:

1. He nepegagali cBOIO NMYHYO MHPOpMaLmio vepe3 obuwenoctynHble Wi-Fi cetw.
PaboTas B HUX, enaTeNbHO He BBOAMUTb NapoauM AOCTYNa, IOTUHbI U KaKue-To HOMepa;
2. Nicnonb3yit n 06HOBAAN aHTUBMPYCHbIE NPOrpaMmbl U BpaHamayep. Tem cambim Thbl
obe3onacuib ceba OT 3aKa4YKM BUPYCa HA TBOE YCTPOMCTBO;

3. Npn ucnonb3osaHun Wi-Fi otkntoum ¢yHkumo «O6bwmin goctyn Kk dannam u
npuHTepam». [JaHHaa ¢GyHKUMSA 3aKpbiTa NO YMOAYAHWUIO, OAHAKO HEKOoTopble
No/Ib30BaTe/IN AaKTUBUPYIOT €€ ANA yAo6cTBa MCNOb30BaHUA B paboTe unu yyebe;

4. He uncnonbsyit nybanuHbin WI-FI ana nepenayum ANYHbIX AaHHbIX, Hanpumep Aas
BbIXOa B COLMANbHbIE CETU UAW B S/IEKTPOHHYIO NOYTY;

5. Mnonb3yin TONbKO 3alMlieHHoe coeanHeHue 4yepes HTTPS, a He HTTP, T.e. npwm
Habope Be6-agpeca BBOAN MMEHHO «https://»;

6. B mobunbHom TenedoHe oTkatoum dyHkumio «lMoakntoveHne K Wi-Fi
aBTOMaTMyeckM». He ponyckait aBTOMaTMYECKOro NOAKNOYEHUA YCTPOMCTBA K CETAM

Wi-Fi 6e3 TBoero cornacus.



CoumanbHble ceTu

CouManbHble CETM aKTUBHO BXOAAT B Hally KW3Hb, MHOTWE Nl04M PaboTatoT U KUBYT
Tam NOCTOSHHO, a B Facebook y»ke 3aperucTpmpoBaH MUIMapa YeNoBEK, YTO ABSETCS
O[HOM ceabMON Bcex XuTenen nnaaHetbl. MHorMe nosib30BaTe/IM He MOHMMALOT, YTO
nHpopmauma, pasmelleHHaa UMK B COLMAJIbHbIX CETAX, MOXET ObiTb HalaeHa U
NCNO/Ib30BaHa KeM YrogHo, B TOM Yncsie He 06A3aTesibHO ¢ 61arMmu HamepeHUamu.
OcHoBHble coBeTbl N0 6e30NacCHOCTM B COLMAIBbHbBIX CETAX:

1. OrpaHuyb cnUcoK Apysei. Y T1eba B Apy3bAX He AO0MKHO ObiTb CAyvalHbIX U
HEe3HaKOMbIX NI0AeN;

2. 3awmuani cBOK YacCTHYHO KM3Hb. He yKasbiBait maposn, TenedoHbl, agpeca, Aarty
TBOErO POMAEHMA U OPYIYI0O NNYHYIO MHGOPMALMIO. 3N10YMbILIEHHUKU MOTYT
MCNoab30BaTh Aae MHPOPMALMIO O TOM, KaK Tbl M TBOW pPOAUTENN NAAHUpYyeTe
NPOBECTM KaHUKYbI;

3. 3awmiLali cBolo penyTaumio - AepXu ee B YUCTOTe M 3a4aBali cebe Bonpoc: xoten bbl
Tbl, YTOObI ApYr1e NOb30BATENN BUAEN, YTO Thbl 3arpy}Kaewsb? MNogymain, npexae yem
YTO-TO ONY6AMKOBATL, HANMUCATb U 3arpy3unTb;

4. Ecav Tbl TOBOPULLb C IOAbMM, KOTOPbLIX He 3Haellb, He UCMOJ/b3yl CBOE peasbHoe
UMA U APYTYIO INYHYI0 MHPOPMALIMK: UMSA, MECTO XKUTENbCTBA, MECTO y4ebbl 1 Npoyee;
5. N3berait pasmelyeHuns ¢oTtorpaduin B IHTEpHETE, rae Tbl N306parkeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO ONPEeAEIUTb TBOE MECTOMNO/IONKEHWE;

6. Mpwu perncTpalmm B coLManbHOM CeTM HEOHXOAMMO UCNOIb30BaTb C/IOXKHbIE NAPON,

cocrtoAwne n3 6YKB n LI,Md)p M C KOIMYECTBOM 3HAKOB He meHee 8; 7. Ana cou,maanoﬁ CEeTU, NoYTbl U
Apyrnx canTos HGO6XOAVIMO MCNO/1b30BaTb pPa3Hble

naponun. Toraa ecnn Tebs B3NOMatoT, TO 3/10YMbILWAEHHMKM MOAYYaT AOCTYN TONbKO K
04HOMY MECTY, a He BO BCe Cpasy.

NeKTPOHHbIE AeHbMM

JNEeKTPOHHbIe AEHbMM — 3TO O4YeHb YA0OHbIN CNoCcob nnaTexxein, 04HAKO CYLLECTBYIOT
MOLLEHHWKM, KOTOPblE XOTAT MNOAYUYNTb 3TN AEHbI.

3}1€KTpOHHbIe AeHbrn noAsMaNCb coBcem HeagaBHO U MMEHHO M3-3a 3TONO0 BO MHOTUX



rocyapcreax A0 CUX NOP HE MPONUCAHO MPO HUX B 3aKOHAX.
B Poccuun e OHM GYHKLMOHMPYIOT M O HUX Y¥Ke MPOMUCaHO B 3aKOHe, rae ux
pa3genarT Ha HECKOIbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIE. PasHKUUa B TOM, 4TO
aHOHMMHbIe - 3TO Te, B KOTOPbIX pa3pellaeTca NpoBoauTb onepauun bes
NaeHTMOMKAUMKM Noab3oBaTens, a B HEAHOHUMHbIX MAEeHTUOMKAUMU NoNb30BaTeNs
ABnAeTcAa 0b6a3aTeNbHOM.

TaKKe cnegyeT pas/iMyaTb 3/1EKTPOHHbIE dUaTHbIe AeHbIM (PaBHbI rOCYAaPCTBEHHbIM
BaJIIOTaM) M 3NEKTPOHHbIE HedUaTHbIe AeHbIM (He pPaBHbl rOCYAapCTBEHHbBIM BalloTam).
OcHoBHble coBeTbl N0 6e30nacHoin paboTe € 3/1IEKTPOHHbIMU AeHbraMu:

1. MpuBAXKKM K cyeTy MobUAbHbIN TefiedoH. ITO camblii yA0OHbIN U BbICTPbLIA cnocob
BOCCTAHOBWUTb AOCTYN K cYeTy. MpuBA3aHHbIN TenepoH NOMOXKET, ecnm 3abyaellb CBOM
NnAaTeXHbl Napoab MW 3aiaellb Ha CalT C HE3HAKOMOTO YCTPOMCTBA;

2. Ncnonb3yin ogHopa3oBble naponu. Mocne nepexofa Ha YCUNEHHYHO aBTOpPM3aLMIO
Tebe y:Ke He ByAeT yrpoxKaTb ONAacHOCTb KPaXku UK NepexBaTta NaaTeXHoro napons;

3. Bblbepu CnoXHbIM naposb. lNpecTtynHMKam O6yaeT He NpocCTo yrafaTb C/AOMKHbIN
naposb. HagexHble Naposiv — 3TO Mapo/in, KOTOPbIE COAEPKaT He MeHee 8 3HaKOB U
BK/IIOYAlOT B CeBSA CTPOYHbIe U NpPoNUcHble BYKBbI, LMPPbI U HECKONbKO CMMBOJIOB,
TaKKWe KaK 3HaK fonnapa, dyHTa, BOCKAMUATENbHbIM 3HAK M T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM /INYHbIE laHHbIE Ha CaiTax, KOTOPbIM He AoBepsaeLlb.

DNeKTPOHHAA NOHTA

DNeKTPOHHaA NoYTa — 3TO TEXHOJIOTUA U NPefoCTaBAAeMble e10 YCAYTM NO NepecblKe

W NONYYEHUIO 3/1EKTPOHHbIX COOBLLEHNN, KOTOPblE PacnpeaenatoTcA B KOMMNbIOTEPHOM
cetn. O6bIYHO 3/1IEKTPOHHbBIN NOYTOBbLIA AWMK BbIFAAAUT caeayowmm obpasom:
UMA_N0Nb30BaTENA@UMA_A0MeHa. TaKKe Kpome nepesadm NpocToro TeKcTa, MMmeeTca
BO3MOXHOCTb Nepenasatb ¢panbl.

OcHoBHble coBeTbl No 6e30nacHoMn paboTe € 3/1eKTPOHHOM NOYTOM:

1. Hago BbI6paTb NPaBUAbHbIMA NOYTOBLIM cEPBUC. B MHTEPHETE €CTb OrPOMHbIN BbIGOP
6ecnnaTHbIX NOYTOBbLIX CEPBMUCOB, OAHAKO Jiydlle AOBEPATb TEM, KOrO 3Haellb U KTO

nepBbl B PEUTUHTE;



2. He yKa3blBall B IMYHOM NOYTE /IMYHYO MHbOpMaumio. Hanpumep, nydywe Bbi6paTb
«My3blKanbHbIN_daHaT@» nan «pok2013» BmecTo «Temal3d»;
3. Vicnonb3yit ABYX3TaMNHYHO aBTOPM3aLMto. 3TO KOrga NOMUMO Napos HYXKHO BBOAMUTb

KoA, npucbinaembiii no SMS; 4. Bbibepu CNoOXKHbIM Naponb. [nA KaxKgoro noyTOBOro siLMKa AOJIXKEH
6bITb CBOM

HaAeXHbl, YCTOMUYMBDLIN K B3/IOMY Napo/ib;

5. Ecan ecTb BO3MOMKHOCTb HanucaTb CaMOMY CBOM JIMYHbLIM BOMPOC, UCMO/b3YM 3Ty
BO3MOXHOCTb;

6. Mcnonb3yin HECKOZIbKO MOYTOBbIX ALMKOB. lNepBblit ANA YaCTHOW Mepenmuckn c
agpecaTamMu, KOTOPbIM Tbl fOBepAELLb. ITO 3NEKTPOHHbIM agpec He HaAo UCMNO/b30BaTb
npu perucTpaumm Ha popymax 1 camTax;

7. He oTkpbiBalt ¢aisibl U Apyrue BNOXKEHUS B MUCbMax Aae eCciu OHW Npulan ot
TBOUX ApYy3en. Jlydwie yTOYHW Y HUX, OTNPABAAAM M OHU Tebe 3TN dalinbl;

8. Mocne oKoHYaHWMA PaboTbl Ha NMOYTOBOM CepBMCE Mepes 3aKPbITUEM BKAALKW C
canTom He 3abyapb HaXKaTb Ha «BbIATU Y.

KnbepbynnuHr nam sBupTyanbHoe U3aeBaTenbCTBo

KnbepbynnmHr — npecnefoBaHWe COOOLLEHMAMM, copepKalmmmn ockopbneHus,
arpeccuto, 3anyrMBaHue; XyJUraHCTBO; coLManbHOe BOMKOTMPOBAHWE C MOMOLLbIO
pPa3IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepbynnmHrom:

1. He 6pocalica B 60oit. Jly4wmii cnocob: NocoBeToBaTbCA KaK cebs BeCTU W, eciiv HeT
TOro, K KOMY MOHO 06PATUTLCA, TO BHAYa e YCNOKOUTbCA. ECam Tbl HauyHeLWb OTBeYaTb
ockopbieHMAMM Ha OCKopbHAEHMSA, TO TONLKO ellle 6oblie Pa3oXkKKellb KOHPANKT;

2. Ynpasnai ceoen Knbeppenytaumnen;

3. AHOHUMHOCTb B ceTM MHMMasA. CyLlIecTBYOT CNocobbl BbIACHWUTb, KTO CTOWUT 3a
aHOHMMHbIM aKKayHTOM;

4. He cTOUT BECTM XyAUTAHCKNIA 06pa3 BUPTYaNbHOM KU3HU. MHTepHeT duKcnpyeT Bce
TBOW AEWUCTBUA U COXPaHSAET UX. YAanuTb UX ByaeT KpaliHe 3aTpyAHUTE/bHO;

5. Cobntoaait cBOM BUPTYaNbHYO YECTb CMONOAY;



6. UrHopupyh eamHWYHbIA Heratme. OaHOpasoBble 0CKOpPOHUTENbHbIE COObLLEHMUA
Nyywwe nrHopuposaTb. O6bIYHO arpeccus NpeKpaLaeTca Ha HaYaNbHOM CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHMAMM, B COLMANBHBIX
CETAX eCTb BO3MOXHOCTb 6I0KMPOBKM OTNPABKM COOBLLLEHNI C ONpeaeneHHbIX afpecos;
8. Ecnn Tbl cBupeTenb KnbepbynauHra. Teou AencTBMA: BbICTYNUTb NPOTUB
npecnefosaTend, NokasaTb emy, YTO ero AEeWCTBMA OLLEHMBAIOTCA HEraTMBHO,
noAAepKaTb KePTBY, KOTOPOM Hy*KHA NCUXOIOrMYECKAA NOMOLLb, COOBLMTL B3POC/bIM
0 $aKTe arpeccMBHOro NoBeAEeHMUA B CETU.

MobunbHbIl TenedoH

CoBpemeHHble CMapTPOoHbl M MAAHLETbl coaepraT B cebe BMoOsIHE B3POC/bIN
dYHKLMOHAN, M Tenepb OHWM MOTYT KOHKYPUpPOBaTb CO CTaLMOHapPHbIMMU
KomnbtoTepamun. OfHaKo, CpeacTB 3aLLMTbl 414 NOA0OHbIX YCTPONCTB NOKa 0O4eHb Mano.
TecTMpoBaHMeE M MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, KakK N

MK, To »Ke camoe Kacaetca U MOBUbHBIX NPUAoKeHN. CoBPEMEHHbIE MOBUIbHbIE Bpay3epbl ykKe
MPaKTUYECKM AOrHaAN HacTOJbHble

aHanoru, ogHako pacwmpeHne GpyHKUMOHaNa BaeYeT 3a coboi 60/bLUYIO CNOXKHOCTb U
MEHbLUYHO 3aLUNLLEHHOCTD.

[aneko He Bce NPOM3BOAMTENN BbIMYCKAOT OOHOB/IEHMSA, 3aKPbIBAIOLLME KPUTUYECKUE
YA3BMMOCTU /151 CBOMX YCTPOMCTB.

OcHoBHble coBeTbl An1a 6esonacHocT mobuabHoro TenedoHa:

1. Huuero He sABnseTca no-HacToswemy becnnaTHbiM. Byab OCTOpOXKeH, BeAb Koraa
Tebe npeanaratoT 6ecnAaTHbIN KOHTEHT, B HEM MOTYT BbITb CKPbITbI KAKME-TO NaTHble
ycnyru;

2. ymait, npexkae yem otnpasuTb SMS, poTo nan Buaeo. Tbl TOYHO 3HAELb, FAE OHU
6yAayT B KOHEYHOM uTore?

3. Heobxoanmo 06HOBAATL ONEPALMOHHYIO CUCTEMY TBOEro CMapTdOHa;

4. cnonb3yi aHTUBUPYCHbIE NPOrpammMbl AN MOBUbHBIX TeNepOoHOB;

5. He 3arpy»alt NpuaoKeHMA OT HEM3BECTHOIO UCTOUYHMKA, BeAb OHM MOTYT COAEPKaTb

BpeaoOHOCHOE nporpammHoe o6ecnequme;



6. Mocne Toro Kak Tbl BblAELWb C caliTa, rae BBOAUA IMYHYIO MHGOPpMaUMIo, 3aian B
HacTponku bpaysepa n yaanu cookies;

7. Nepunogunyeckn NpoBepaii Kakne NaaTHbIe YCAYrM akTUBUMPOBAHbI HAa TBOEM HOMEpPE;
8. [aBali cBoii Homep MObuAbHOro TenedoHa TONbKO N0AAM, KOTOPbIX Thl 3HAEWb U
KOMy ZlOoBEpSeLLb;

9. Bluetooth gonxkeH 6biTb BbIKAOYEH, KOrAa Tbl MM He noJsib3yelbcs. He 3abbiBai
MHOT4a NPOBEPATH 3TO.

Online urpbl

CoBpeMeHHble OHNAMH-UTPbI - 3TO KPacouyHble, 3axBaTbiBaloWMe pa3BieYeHus,
06beaUHSAIOLWME COTHU TbICAY YeN0BEK N0 BCeMY MUPY. MTPOKKU UcCneaytoT AaHHbIA UM
Mup, obatoTca Apyr C APYrom, BbIMOJHAKT 33a4aHUA, CPAXKaloTCA C MOHCTPamMU U
noJiyyatoT onbIT. 3a yAOBO/ILCTBME OHW MAATAT: MOKYMNalT AWUCK, OMAayMBaloT
aboHeMeHT unmn NprMobpeTatoT Kakue-To onuumn.

Bce 3Tn cpeacTBa MAyT Ha MoAAeprKaHWE M PasBUTME WUIPbl, @ TaKXKe Ha camy
6€e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPU3aLLMU, BbIMYCKAOTCA HOBbIE NaTyYK
(umMdpoBble 3annaTKK 414 NPOrPaMm), 3aKPbIBAOTCA YA3BUMOCTU CEPBEPOB.

B nogo6HbIX Mrpax CTOUT onacaTbCA HE CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXku
TBOEro Napos, Ha KOTOPOM OCHOBaHa CMCTEMA aBTOpPU3aL MM BONbLUMHCTBA Urp.
OcCHOBHble coBeTbl N0 6e30MacHOCTN TBOErO UTPOBONO aKKayHTa:

1. Ecnv apyroit urpok Beget ceba naoxo uam cosgaet Tebe HeNPUATHOCTH, 3a6N10KNpYi
€ro B CMUCKE UTPOKOB;

2. MNoxkanymca agMUHUCTPaTOpPam Mrpbl Ha Mnjoxoe noBeAeHMe 3TOro UrpokKa,

YKenaTeNbHO NPUIOKUTDL KaKMe-To A0Ka3aTeNbCTBa B BUAE CKPMHOB; 3. He yKasbiBai IMYHYO
nHpopmaumio B npodaiine nrpbl;

4. YBarkaih gpyrux y4aCTHUKOB MO Urpe;

5. He ycTaHaBAuBai HeopuuManbHble NaTymM U Moabl;

6. MIcnonb3yit COXKHbIE W pa3Hble Napou;

7. [axke BO Bpems Urpbl He CTOUT OTK/AKOYATb aHTMBMPYC. MoKa Tbl Urpaellb, TBOM

KOMMNblOTEP MOTYT 3apasuTb.



PULWKNHT NN Kparka INYHbIX SAaHHbIX

OObIYHON Kparken AeHer U AOKYMEHTOB CEroAHs YXe HWKOro He yAMBULUb, HO C
Pa3BUTUEM UHTEPHET-TEXHOIOTUIA 3/T0YMbILIEHHUKU NEPEMECTU/IUCL B UHTEPHET, U
NPOAO/IKAIOT 3aHUMATBLCA «IIOOUMbIM» 4E/TOM.

TaK nosBUNach HOBas yrpo3a: MHTEPHET-MOLIEHHNYECTBA MU GULLNHT, TNaBHas Lesb
KOTOPOro COCTOWUT B MOJYYeHUU KOHOUAEHLMANbHbLIX AaHHbIX NO/b30BaTenen —
JIOTMHOB U Naposieit. Ha aHrnmiickom asbike phishing untaercs Kak ¢uwmHr (ot fishing
— pblbHasA nosna, password — naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULWNHIOM:

1. Cnean 3a cBOMM aKkayHTOM. Ecin Tbl nmogospeBaellb, YTO TBOA aHKeTa Obina
B3/IOMaHa, TO HeobxoaMMmo 3ab610KMPOBaATL €e N COOBLLNTL aAMUHMUCTPATOPaAM pecypca
06 3TOM KaK MOXKHO CKOpEE;

2. Wcnonb3yin 6e3onacHble BebH-caliTbl, B TOM YUC/Ie, UHTEPHET-Mara3smHoB "
MOWMCKOBbIX CUCTEM;

3. Ucnonb3yi CNoXKHble M pasHble Napoan. Takum obpasom, ecnm Teba B3omatoT, TO
3/10YMbILNEHHWUKW NMOYyYaT AO0CTYN TO/bKO K O4HOMY TBOEMY NPOGUIIIO B CETU, @ HE KO
BCEM;

4. Ecnv Tebs B310OMaM, TO HEOBX0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIEe
nobasneHbl y Teba B Apy3bAX, 0 TOM, YTo Teba B3/IOMann U, BO3SMOXHO, OT TBOEro
MMeHM ByaeT paccbliaTbCsA CNam M CCbIIKU Ha GULIMHIOBbIE CalTbl;

5. YcTaHoBM HageHbii naposnb (PIN) Ha MobUAbHBIN TenedoH;

6. OTKNtOYM coxpaHeHMe Napons B bpaysepe;

7. He oTkpbiBai ¢aiibl U Apyrue BAOKEHMA B MUCbMaxX Aaxe eC/iM OHW Npuwan ot
TBOWX Apy3en. Jlydlie yTOYHW Y HUX, OTNPABAAIM M OHU Tebe 3Tn dalinbl.

LUmndposan penyTtauma

Lmndposan penytaums - aTo HeraTMBHasA UAM NO3UTUBHAA MHPOpMaLMA B ceTu o Tebe.
KomnpomeTtupytowana mHpopmauma pasmelleHHas B MHTEPHETE MOMKET CepbesHbiM
06pa3om OTPasnUTbLCA Ha TBOEM peanbHOM KuU3HU. «Llndposana penytauma» - 3To TBOM

UMUK, KOTOPbI dopmupyeTca s nHdopmauum o Tebe B MHTEPHETE.



TBoe MecTo KUTenbCTsa, yHGGbI, TBOE (I)VIHaHCOBOG nonoxeHune, ocobeHHoCTH

XapaKTepa W paccKasbl 0 6N3KKUX - BCE 3TO HaKananeBaeTcsa B ceTU. MHorne noapocTKU NErKOMbICIEHHO
OTHOCATCA K NybAnKaunm nnyHom nHbopmauunm 8

NHTepHeTe, He MOHMMAn BO3MOXKHbIX NocaeacTBUiA. Tbl faXKe HE CMOMKeLUb A0raaaTbes
0 TOM, YTO poTorpadmsa, pasmelLeHHasn 5 et Hasag, cTana NPUYMHOM OTKA3a NPUHATb
TebA Ha paboTy.

KommeHTapuu, pasmelleHne tBomx dotorpadmin n apyrme AencTBuMAa MOryT He
MCYE3HYTb JarKe Mocsie TOro, Kak Tbl UX yAanuwb. Tbl He 3Haelb, KTO COXPaHWUA 3Ty
nHbOpMaUMIO, NOMasa NM OHa B NMOMUCKOBbIE CUCTEMbI M COXPAHWAACb AN OHa, a
rnaBHoOe: YTO MOAYMAlOT O Tebe OKpyrKaloliee NOAWU, KOTOpble HalayT U yBUAAT 3TO.
HanTtn nHdopmaumnto MHOIO SIET CMYCTA CMOXKET /10601 - Kak 13 Ao6pbIx NObYyKAEHUN,
TaK U C HAMEepPEeHUEM NPUYNHUTL Bpea. ITO MOXKET BbITb KTO yrogHo.

OcHoBHble cOBETbI NO 3aLmTe LMPPOBON penyTaumu:

1. NMoaymaii, npexge 4yem 4YTo-TO Nyb6AMKOBaTb U nepepasaTb y ceba B 6aore nam B
CoUMaNbHOM ceTy;

2. B HacTpolikax Npoduns yCTaHOBU OFrpaHMYEHMA Ha NPOCMOTP TBOEro Npoduns u ero
COLEPHKMMOro, caeniait ero ToNbKO «Aa8 opy3ein»;

3. He pa3meLyait 1 He yKasbiBait MHGOPMALMIO, KOTOPAs MOXKET Koro-mbo ockopbnatb
nUAn obuKaTb.

ABTOpCKOe npaBo

CoBpemeHHble LKOJIbHUKM- aKTUBHblE M0J/b30BaTeNN LMPPOBOro MPOCTPaHCTBA.
OpHaKo AaneKko He BCe 3HAKT, YTO MOJIb30BAaHME MHOMMMW BO3MOMKHOCTAMM
umdpoBoro mmpa Tpebyet coba0aeHMA NPaB Ha MHTENIEKTYaIbHYH0 COBCTBEHHOCTD.
TepMUH «UHTeNNeKTyanbHaa COBCTBEHHOCTb» OTHOCUTCA K Pa3/iniHbIM TBOPEHUAM
Yye/IoBEYECKOro yMa, HauMHasa C HOBbIX M306peTeHMn U 3HaKOB, 0603HaYaloLMX
COBCTBEHHOCTb Ha MPOAYKTbl WU YCAYrM , U 3aKaHuMBas KHuramu, dotorpaduamu,
KMHODUABbMAMU U My3blKaNbHbIMU NPOU3BEAEHUAMM.

ABTOpPCKMeE NpaBa - 3TO NpaBa Ha UHTE/NIEKTYa IbHYO COBCTBEHHOCTb Ha NPOM3BEeAEHUS

HayKKW, MTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYNAlOT B KayecTBe rapaHTuu



TOrO, YTO MHTENNEKTYa/IbHbIN/TBOPYECKUIA TPy aBTOpa He ByaeT HanpacHbIM, A4acT emy
cnpaBeguBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MoayyuTb
M3BECTHOCTb W NpusHaHMe. HMKTo 6e3 paspelleHns aBTopa He MOKET BOCNPON3BOANTb
ero npouvsBefieHne, PacnpocTpaHaTb, Ny6/MUYHO AEMOHCTPUPOBATb, NPOAABaTh,
MMMOPTUPOBATb, MycKaTb B MPOKaT, MNyBAMYHO UCMONHATL, MOKa3blBaTb/UCMONHATL B
adpupe nnm pasmeltatb B MHTepHeTe.

Mcnonb3oBaHME «MMPATCKOro» MPOrpPamMMHOro obecneyeHns MOXKeT MPUBECTU K
MHOIMM pPUCKaM: OT NOTeEPU AaHHbIX K TBOMM aKKayHTam A0 6}'IOKVIpOBKVI TBOEro
YCTPOWCTBA, rAe YCTAaHOB/IEHHbIN He JierasibHaa nporpamma. He ctouT Tak»Ke 3abbiBaThb,
YTO CYLLLECTBYET NeranbHble U becnnaTHble NPOrpaMmbl, KOTOPblE MOXKHO HalTU B CETU.
O noptane

CeTeBMYOK.pd - TBOW TNaABHbIA COBETYMK B CETU. 34€Cb Tbl MOMKELWb Y3HATb O
6e30MacHOCTM B CETU MOHATHLIM WU AOCTYNMHbIM A3blKOM, a NMPWN BO3HUKHOBEHUU
KPUTUYECKOM CUTyauum obpaTuTbCcA 33 COBETOM. A TaKKe MPUHATL y4YacTue B

KOHKypCax W cTaTb CamMbiM UMPOBbIM rpaxkaaHuHom!



